PRIVACY POLICY

In accordance with Regulation (EU) 2016/679 of the European Parliament and of the Council
on the protection of natural persons with regard to the processing of personal data and on the
free movement of such data, and repealing Directive 95/46/EC (hereinafter as: )
present privacy policy (hereinafter as: ) contains all information regarding the
processing of personal data provided to

Company name: UMBRELLA Kreativ Miihely Kereskedelmi és Szolgaltaté Korlatolt
Felelosségii Tarsasag

Registered seat: 1036 Budapest, Perc utca 2. II1. em.

Company registration number: 01-09-994695

Tax number: 13474799-2-41

Registered at: Metropolitan Court of Budapest as Company Registration Court
Represented by: Zoltan Balazs Hidvégi on behalf of Schirm Kft. as managing director
E-mail: info@promotool.ai

(hereinafter as: )

by anyone visiting the website (hereinafter as: ) of the Service Provider promoting
its services that can be reached under the domain https://promotool.ai/ or by persons contacting
the Service Provider by e-mail or via the contact form placed on the Website (hereinafter
collectively referred to as: ). The aim of the Policy is to give a clear picture
about why, how and how long we process personal data of individuals who come into contact
with our company.

I. A few data privacy related definitions to better understand the
Policy

means any information relating to an identified or identifiable natural person (‘data subject’);
an identifiable natural person is one who can be identified, directly or indirectly, in particular
by reference to an identifier such as a name, an identification number, location data, an online
identifier or to one or more factors specific to the physical, physiological, genetic, mental,
economic, cultural or social identity of that natural person.

means any operation or set of operations which is performed on personal data or on sets of
personal data, whether or not by automated means, such as collection, recording, organization,
structuring, storage, adaptation or alteration, retrieval, consultation, use, disclosure by
transmission, dissemination or otherwise making available, alignment or combination,
restriction, erasure or destruction.

means the natural or legal person, public authority, agency or other body which, alone or jointly
with others, determines the purposes and means of the processing of personal data; where the
purposes and means of such processing are determined by Union or Member State law, the
controller or the specific criteria for its nomination may be provided for by EU or Member State
law.

means a natural or legal person, public authority, agency or other body which processes
personal data on behalf of the controller.
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means a natural or legal person, public authority, agency or body other than the data subject,
controller, processor and persons who, under the direct authority of the controller or processor,
are authorized to process personal data.

Means the disclosure of personal data to specific third parties.

Everybody who shares his/her personal data with the Service Provider through the Website or
via other channels or whose personal data is processed by the Service Provider otherwise. For
example You who reads this Policy.

means any freely given, specific, informed and unambiguous indication of the data subject's
wishes by which he or she, by a statement or by a clear affirmative action, signifies agreement
to the processing of personal data relating to him or her.

personal data referring to racial origin, nationality, political opinions or membership in any
political party, religious or other beliefs, membership of an advocacy organization, sex life,
personal data concerning health, pathological data.

means personal data relating to the inherited or acquired genetic characteristics of a natural
person which give unique information about the physiology or the health of that natural person
and which result, in particular, from an analysis of a biological sample from the natural person
in question.

means personal data resulting from specific technical processing relating to the physical,
physiological or behavioral characteristics of a natural person, which allow or confirm the
unique identification of that natural person, such as facial images or dactyloscopy data.

means a breach of security leading to the accidental or unlawful destruction, loss, alteration,
unauthorized disclosure of, or access to, personal data transmitted, stored or otherwise
processed.

Most of the above definitions are used by the GDPR. The full text of the GDPR is available at
https://eur-lex.europa.eu/legal-
content/EN/TXT/HTML/?uri=CELEX:32016R0679&from=EN The above list is not complete
so should you need more information or explanation do not hesitate to contact us.

We would like to inform You that during our processing we do not process or request
from You any sensitive, genetic or biometric data.

II.  Principles of data processing

The Service Provider shall process the personal data of the Data Subject in accordance with the
following principles laid down by Article 5 Section (1) of the GDPR:

e processes personal data lawfully and fairly and in a transparent manner (

)
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e collects personal data only for specified, explicit and legitimate purposes and does not

process them in a way incompatible with those purposes ( );
e the personal data processed are adequate, relevant and limited to what is necessary for
the purposes for which they are processed ( );

e ensure that the personal data are accurate and, where necessary, kept up to date and
take all reasonable steps to ensure that personal data which are inaccurate for the
purposes for which they are processed are erased or rectified without undue delay
( );

e store the personal data in a form which permits identification of Data Subjects for no
longer than is necessary for the purposes for which the personal data are processed
( );

e process personal data in a manner to ensure appropriate security of personal data,
including protection against unauthorised or unlawful processing, accidental loss,
destruction or damage, by implementing appropriate technical or organisational
measures (

III. In which cases do we process personal data?

The Service Provider shall process the personal data of the Data Subject in the following cases,
taking into account the principles described in Chapter I1I above:

e  Browsing the Website;
e  Contacting by e-mail or through the contact form placed ont he Website;
e  Cookies

IV. Which data, for which purpose and for how long do we process?
In each of the cases set out above, the legal ground for processing personal data may be:

e Inaccordance with article 6 Section (1) Point a) of the GDPR the freely given, specific,
informed and unambiguous consent of the Data Subject (hereinafter as: ).

e In accordance with article 6 Section (1) Point b) of the GDPR processing is necessary
for the performance of a contract to which the Data Subject is party (hereinafter as:

).

e In accordance with article 6 Section (1) Point c) of the GDPR processing is necessary

for compliance with a legal obligation to which the controller is subject (hereinafter as:
).

e In accordance with article 6 Section (1) Point f) of the GDPR processing is necessary
for the purposes of the legitimate interests pursued by the controller or by a third party
(hereinafter as: ).

Considering that we are unable to limit the scope of personal data sent to us by individual
Data Subjects through certain means of communication—since we have no control over
the personal data that a Data Subject may voluntarily disclose—we kindly ask you to pay
special attention to only share the minimum necessary data and information specified by
the Service Provider in this Policy when contacting us in any way. Under no circumstances
should you disclose any personal information to our company that we do not request or
intend to process as per this Policy. If, despite this explicit request set out in this section,
you still send us information involving personal data whose processing is not necessary,
and this results in any damage to our company, by accepting this Notice you agree to
indemnify our company against any potential harmful consequences, in particular the
payment of fines, and to hold us harmless.



IV.1. Browsing the Website

Scope of Legal ground | Naming the | Duration of
data Purpose of processing for legitimate processing
processed processing interest
IP address of | Protection of the IT Legitimate Securing the | 30 days from
the Data systems of the Service Interest operation of | visiting the
Subject Provider and securing the Website | Website
the Website

The Website may be freely visited and browsed by the Data Subject without expressively
providing any personal data to the Service Provider. However, when visiting the Website at
any time, the Data Subject’s computer or mobile device sends a request to the Service Provider.
It is like sending a letter to which You wish to get the content of the Website as an answer. The
Service Provider can only answer this request if the Data Subject provides his/her address. This
address is the Data Subject’s internet identifier address, IP address for short. The Service
Provider sends the requested Website to this IP address. This is an automatic process, by typing
the domain of the Website to the web browser or by clicking to a link published anywhere that
is directing to the Website the Data Subject gives his/her consent to provide the IP address for
this purpose and to be processed by the Service Provider. To make this ,,correspondence”
smooth the servers of the Service Provider store the IP address of the Data Subject in log files.

The identification and storing of IP addresses is necessary to protect the IT systems of the
Service Provider and the Website as well. Protection against possible malicious activities
against the Website is partly ensured by that the Service Provider is logging the operation of
the Website and in this log, it lists the [P addresses from which requests to its servers were
made. If the Service Provider detects an activity from an IP address that interferes with the
secure operation of the Website, he addresses will be blacklisted. Any malicious activity is
prevented and resolved through legal action. If nothing unordinary occurs, the Service Provider
deletes the log files and the IP addresses. IP addresses stored in log files will not be used by the
Service Provider for any other purpose and will be automatically deleted within 30 days and
we keep it only if the Data Subject has performed any prohibited activity from that IP address.
These activities are either listed above or other activities that violate local, state, national or
international law.

IV.2. Contacting by e-mail or through the contact form placed ont he Website

In order to assist Data Subjects, provide information, and enable them to exercise their rights,
the Service Provider allows them to make contact via email or through the contact for placed
ont he Website —even in the absence of a contractual relationship. The Service Provider handles
such inquiries through email communication.

1V.2.1. In case of contacting by e-mail

When the Data Subject contacts the Service Provider in e-mail at info@promotool.ai with any
inquiry he/she acknowledges the processing of his/her data by sending the e-mail. In order to
fulfill the requests, we need to process certain personal data. Without them, we will not be able
to fulfill Your request, as we would not be able to contact You.:

Scope of Purpose of Legal ground Specifying Duration of
data processing for processing legitimate processing
processed interest
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First and last | Identification of | Performance of | The legitimate Until an objection
name of the | the Data contract (in case | interest of the is raised by the
Data Subject | Subject of an existing Service Provider | Data Subject but
fulfillment of business in providing its | for quality
request relationship) / service at an assurance for 6
Legitimate appropriate months from the
interest (without | standard and in | receipt of the
business establishing new | request
relationship) business
relationships.
E-mail Identification of | Performance of | The legitimate Until an objection
address of the Data contract (in case | interest of the is raised by the
the Data Subject of an existing Service Provider | Data Subject but
Subject fulfillment of business in providing its | for quality
request relationship) / service at an assurance for 6
Legitimate appropriate months from the
interest (without | standard and in | receipt of the
business establishing new | request
relationship) business
relationships.
The social - Performance of | The legitimate Until an objection
media contract (in case | interest of the is raised by the
contact of of an existing Service Provider | Data Subject but
the Data business in providing its | for quality
Subject relationship) / service at an assurance for 6
possibly Legitimate appropriate months from the
shared in interest (without | standard and in | receipt of the
his/her e- business establishing new | request
mail relationship) business
»signature” relationships.

The Service Provider will process the data indicated above as personal data only if the provided
e-mail address contains the name of a natural person. If the provided e-mail address is general
format (e.g. info@example.hu or finance@example.hu), the Service Provider processes the
data, however, the data does not qualify as personal data

1V.2.2. When contacting through the contact form placed ont he Website

The Service Provider also provides the Data Subject to make contact through the contact form
placed on the Website. When making contact such way, the following data shall be provided

appropriate
standard and in
establishing new
business
relationships.

Scope of Purpose of Legal ground Specifying Duration of
data processing for processing legitimate processing
processed interest
First and last | Identification of | Legitimate The legitimate Until an objection
name of the | the Data interest interest of the is raised by the
Data Subject | Subject Service Provider | Data Subject but
fulfillment of in providing its | for quality
request service at an assurance for 6

months from the
receipt of the
request



mailto:info@example.hu
mailto:finance@example.hu

E-mail Identification of | Legitimate The legitimate Until an objection
address of the Data interest interest of the is raised by the
the Data Subject Service Provider | Data Subject but
Subject fulfillment of in providing its | for quality
request service at an assurance for 6
appropriate months from the
standard and in | receipt of the
establishing new | request
business
relationships.
Role of the | Identification of | Legitimate The legitimate Until an objection
Data Subject | the Data interest interest of the is raised by the
Subject’s role in Service Provider | Data Subject but
order to provide in providing its | for quality
customized service at an assurance for 6
answer and appropriate months from the
information standard and in | receipt of the
establishing new | request
business
relationships.

We kindly request the Data Subjects that do not share any additional personal information in
addition to the above especially if it is not requested by us. Unsolicited data will be immediately
and irrevocably deleted and at the same time we also exclude any liability regarding data that
we became aware of this way.

IV.3. Cookies

Cookies are data packages that are sent by our webservers to Your computer automatically,
where they are stored — depending on the type of the cookie — for a definite period of time.

Cookies do not hold any security risk to Your computer or not cause any malfunction.

In order to ensure the smooth operation of the Website, certain cookies (known as session
cookies) are automatically installed on Your computer when You visit the Website. The
purpose of such cookies is to ensure the security of the Website, to preserve the data recorded
on our online forms, to display multimedia content and to balance the traffic on the Website.
Personal data collected through the use of these cookies (in particular the IP address of Your
computer) will be processed for our legitimate interest in the safe and smooth operation of the
Website for the duration of Your stay on our Website. Closing Y our browser will automatically
delete them from Your computer.

With Your consent given on the Website, the following types of cookies may be installed on
Your computer for the following purposes:

e Cookies for web analytical measurements and for statistical purposes (e.g., Google
Analytics). These are important to us because we are provided with information about
the specific characteristics of our visitors (IP address, city, type of device, browser,
operating system Y ou are using, and what sub-pages You have visited on our site). We
use these data anonymized for statistics and reports to improve the Website our
marketing strategy.

e Remarketing cookies (such as Google AdWords) allow us to analyze how You use our
site and, consequently, to display personalized content to You, including advertising
on online platforms outside our site (e.g., other websites or social media).



You may find information on Google Analytics cookies here:
https://developers.google.com/anal vtics/devguides/collection/anal yticsjs/cookie-usage

You may find information on Google AdWords cookies here:
https://support.google.com/adwords/answer/2407785?h1=hu

In addition, we distinguish between session-specific cookies and persistent cookies. A cookie
valid for a single session only survives until the User closes the browser. Permanent cookies
continue to live and are not automatically deleted when You close Your browser. Why do they
stay there and what's good about it? Well, such persistent cookies, for example, help to make
the site run faster and remembering things that the User has set for himself/herself on the
Website.

You can manage cookies in Your browser’s settings. How these settings are set depends on the
type of Your browser.

Accepting or enabling the use of cookies is not mandatory. You can reset your browser settings
to reject all cookies or to notify you when a cookie is being sent. Cookies can also be managed
in your browser settings. The way to adjust these settings depends on the type of browser you
use.

You may find information on cookie settings for the most popular browsers on the following
link:
e Google Chrome: https://support.google.com/chrome/answer/95647?hl=hu-
hu&p=cpn_cookies
e Firefox: https://support.mozilla.org/hu/kb/sutik-informacio-amelyet-weboldalak-
tarolnak-szami
e Internet Explorer / Edge: https://support.microsoft.com/hu-hu/help/17442/windows-
internet-explorer-delete-manage-cookies
e Safari: https://support.apple.com/hu-hu/HT201265

During a visit to the Website, the Service Provider may record and process the following data
about the Data Subject as a visitor to the Website and the device used by them for browsing:
e the IP address of the device used by the visitor,
e the type of browser used,
e the characteristics of the operating system of the device used for browsing (e.g., the
language setting),
e time of visit,
e clicks

V.  Where and how my personal data is stored?

Personal data is stored either in paper form or electronically. If the data is stored in paper form,
it is kept in a secure, locked location. Electronically, the data is stored by the Service Provider
on cloud-based servers.

The Service Provider also uses its own internal servers for data storage.

The Service Provider takes all necessary technical and organizational steps and precautions to
protect personal data and its quality, ensuring continuous availability of physical, electronic,
and procedural safeguards that comply with regulations applicable to personal data. These
include, among others, operating servers in secure locations and protecting IT equipment with
passwords and firewalls.
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Despite the above, the Service Provider does not accept liability for the damage, destruction,
or unauthorized access of data in the event of technical failure, natural disaster, terrorist act,
or criminal offense.

VI. How can You withdraw Your consent if the ground for
processing is based on consent?

If under present Policy the legal ground of processing is the consent of the Data Subject, then
the Data Subject has the right to withdraw this consent. Depending on the purpose of processing
there are many ways to do it. You may withdraw Your consent given at browsing at any time,
free of charge and without limitation by revisiting the Website and clicking on the pop-up
window. In addition, if You do not have the possibility to withdraw Y our consent this way, you
may withdraw it by sending a message to info@promotool.ai or a mail sent to the Service
Provider’s registered seat address or in case of newsletter subscription by clicking on the
"Unsubscribe" button at the bottom of the email.

Please note that the withdrawal of consent does not affect the lawfulness of the data processing
prior to the withdrawal.

VII. What rights do You have in connection with processing Your
personal data?

You may request information about the processing
of Your personal data at any time, either in person, at our registered seat address, in writing by
sending a registered letter or by email to info@promeotool.ai

Pursuant to Article 15 Section (1) of the GDPR, a request may include information on the data
processed, their source, purpose, legal ground, duration, name and address of any processor,
processing activities and Your rights in relation to processing. In the case of data transfer, to
whom and for what purpose Your data have been or will be transferred.

A request for information is considered authentic by us if You are clearly identified by it. If the
request is sent by e-mail or post, only the e-mail sent from Y our registered e-mail address will
be considered as authentic, and we will only be able to send information to the postal address
registered by us. Unless You voluntarily verify Your identity otherwise, we will not be able to
send information to an e-mail address or postal address that is not registered in our records in
order to protect Your privacy.

You may at any time request the rectification, modification or amendment of
Your data in the same manner described above. We can also do this only on the basis of a
request from a credible source presented when submitting the request.

You may request that we restrict the processing of our personal information in
particular if:

a) You argue the accuracy of the personal data we process. In this case, the limitation refers to
the period during which the accuracy of the data is checked.

b) Although the legal ground for processing does not stand for us, but You are requesting us in
writing to keep them for the purpose of filing, asserting or defending any legal claim You may
have

If we process Your personal data on the ground of legitimate interest, You may at
any time object to the processing of Your personal data. In such cases, we will review the
legality of the objection and, if it is well established, we terminate the processing of data and
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notify anyone to whom the personal data subject to the objection may have been previously
transmitted.

You may request the deletion of Your personal data at
any time for any of the reasons set out in Article 17 Section (1) of the GDPR.

We may refuse deletion if the processing of Your personal data is required by law or if it is
necessary to enforce our legal claims. We will always inform You about the refusal of the
request for deletion. Once it is deleted, the data cannot be recovered.

You may at any time request us to transfer the data
processed in connection with You in a structured, widely used, machine-readable format to You
or to another controller.

We kindly ask You to not exercise the above rights improperly, but only if it has a real ground
or if any of the conditions set out in the GDPR actually exist.

VIII. To whom we transfer personal data and who has right to access
them?

Your personal data will be treated confidentially and will not be disclosed to any third party.
Since under present Policy the only purpose of processing data is to keep contact via e-mail
and with respect to that the Service Provider use an own mailing server and hosts the Websites
also within its own infrasture, the personal data of the Data Subject is not shared with any third
parties. Shall there be a change in this, the Data Subject will be notified in due time prescribed
by prevailing laws.

IX. To whom and in what cases are we required to disclose personal
data?

We are obliged to disclose the personal data we process to the competent authority upon request
by such authority. We cannot be held liable for any such transfer and the consequences thereof.
We will always inform You of the transfer when it becomes necessary.

X.  What are the responsibilities with regard to the personal data
You provide?

When You provide us Your personal data, You are responsible for ensuring that the information
and contributions You make are true and correct.

We ask You to provide us third-party data only if specifically authorized to do so by the third
party. The Service Provider assumes no liability for any resulting claims.

If a third-party objects the processing of personal data by credibly verifying its identity, we will
immediately delete third-party data without notifying You. Please only provide third-party
personal data only if you have informed the third party of the availability of this Policy.

Please do not provide us with any personal data in addition to the data requested by the Service
Provider and specified in Chapter IV above. If you provide the Service Provider with any
personal data in addition to the data requested by the Service Provider, the Service Provider
will immediately render it unrecognizable and irretrievably delete it, and excludes its liability
for data that the data subject has voluntarily provided to the Service Provider without the
Service Provider's request.



XI. Management of Personal data breach

Any personal data breach that may occur will be reported to the supervisory authority within
72 hours from becoming known to us in accordance with the law, and we will also maintain
records of any breach that may occur. In the cases specified by law, we also inform the Data
Subjects concerned.

XII. Data Protection Officer (DPO)

Pursuant to Article 37 of the GDPR appointment of a DPO is mandatory if:

a) the processing is carried out by a public authority or body, except for courts acting in their
judicial capacity;

b) the core activities of the controller or the processor consist of processing operations which,
by virtue of their nature, their scope and/or their purposes, require regular and systematic
monitoring of data subjects on a large scale; or

c) the core activities of the controller or the processor consist of processing on a large scale of
special categories of data pursuant to Article 9 and personal data relating to criminal convictions
and offences referred to in Article 10.

With respect to that the Service Provider is not subject to any of the clauses above and because
there is no other compelling reason to appoint a DPO we are not appointing anyone for this
position.

XIII. Amendment of the Privacy Policy

If the scope of the data processed, the legal ground for the processing or other circumstances
change, we will amend this Policy in accordance with the GDPR within 30 days and publish it
on the Website and notify the Data Subject of the changes. In any case, please read the changes
to this Privacy Policy carefully as they contain important information about the processing of
your personal data.

XV. Who You may contact for information regarding Your personal
data or to exercise Your rights?

Please contact us with any inquiries in e-mail ati nfo@promotool.ai or by mail at 1036
Budapest, Perc utca 2. III. em.

The Data Subject is entitled to exercise his / her rights related to the processing of personal data
against the Service Provider as controller. If You wish to exercise Your rights, You must notify
the Service Provider first.

If You feel that Your rights have been violated, You can file a complaint to the National
Authority for Privacy and Freedom of Information:

Name: National Authority for Privacy and Freedom of Information
Address: 1055 Budapest, Falk Miksa utca 9-11., Hungary

Mailing address: 1363 Budapest, PO box: 9., Hungary

Phone: +36 1 391 1400

E-mail: ugyfelszolgalat@naih.hu

Website: http://www.naih.hu

In the event of a dispute arising out of or in connection with this the present Privacy Policy, its
breach, validity or interpretation, the User may bring the dispute to the competent court under
Act CXXX 0f 2016 on the Code of Civil Procedure (Code of Civil Procedure):
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Name: Fovarosi Torvényszék (Metropolitan Court of Budapest Capitol)
Address: 1055 Budapest, Marké u. 27.

Mailing address: 1363 Bp. Pf. 16

Phone: +36 1 354 6000

E-mail: ft.elnokseg@birosag.hu

Website: https://fovarositorvenyszek.birosag.hu/
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